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- Modern cars can have 70+ ECUs 1

- The standard to connect ECUs is the CAN Bus,
which is vulnerable to intruders/attacks

- Most work in the literature has focused on only
detecting CAN Bus attacks, disregarding types

- The few works that distinguish between attack types 2, 3 do not consider the 
overhead added by their approaches

1) CAN Bus Attacks

3) Experimental Results

Model Car-Hacking Survival SynCAN Latency Size

LSTM 2 100% 99.26% 41.04% 35.21 ms 4 MB

MLP3 3 98.75% 100% 44.03% 5.07 ms 45.3 KB

LOCoCAT 99.16% 100% 77.98% 5.30 ms 4.0 KB
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2) LOCoCAT
- Group messages from an attack into blocks

- Extract features from each block

- Use lightweight models to classify featureset
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